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1. BBepgeHue

HacTosawmin OKYMEHT COAEPXMUT peKoMeHAaLMn K MH(OPMALIMOHHOMY N TEXHUYECKOMY
obecneyeHnto nporpammHoro komnnekca «WebIUS», a Takxe TpeboBaHus Mo

OTKa30YyCTONYMBOCTM PELLEHMUSI.
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2. BapuaHTbl peannsaunmn TEXHUUECKON apXUTeKTYpbl

Cuctema «WebIUS» cocTouT 13 4 ypoBHEW:

= KnueHTckui ypoBeHb (nporpamMmHoe obecneveHne «WebIUS Updater
Agent>», ycTaHOBIEHHOE Ha YCTPOMCTBAX CaMoObCNyXMBAHUSA);

* YpoBeHb 6anaHcMpoBKK (cepBepa 6anaHCcMpoBKK, MOryT 6bITb peanv3oBaHbl Kak
npv NoMoLwmM crneunanuanpoBaHHoro MO, Tak M Npu OTBEAEHWMM NMOA 3TU LENM
[AOMNOSHUTENbHON annapaTHOM YacTu);

* YpoBeHb npunoxeHus (cepeepa ¢ «WebIUS Workstation» 1 Web Service);

* YpoBeHb 6a3bl AAHHbIX.

TexHun4yeckas apxutektypa «WebIUS» MoxXeT 6bITb peanv3oBaHa B 2X BapuaHTax:

1. C MCMONb30BaHWEM annapaTHOro 6anaHCUPOBLLMKA;
2. C UCMonb30BaHUEM K/lacTepa CepBepOB H6alaHCUPOBKY.

Peanusauunsi apxmMTekTypbl BbIBUPAETCS 3aKa3uMKOM.

2.1 ApxuTtekTtypa npum MCNOJIb30BaHUU annapatHoro

6anaHcupoBLUMKA
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AnnapaTHbIn 6anaHcMp NpeaoCTaBNSETCS 3aKa34vyMKoM. B npouecce paboTbl CMCTEMbI OH
NMPUHMMAET BCE 3anpocCbl OT K/IMEHTCKOW YaCTU U pacnpeaensieT ux Mexay cepBepamu
Nginx, KOTopble NepeHanpaBnsoT 3anpPocbl HAa CepBEPHYI0 YacTb cnctembl «WebIUS».
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2.2 ApxuTekTypa npuM MCNONb30BaHUM KJjlacTepa cepBepoB
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Mpu paboTe cucTeMbl 6€3 MCNOMb30BaHMS anmnapaTHoOro 6anaHcupa Bce 3anpochl OT
K/IMEHTCKOWM 4acTu npuHUMaloTca Master-cepeepoM NginX M NepeHanpaBnsloTCs Ha
CEPBEPHYIO YaCTb.
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3. OTkKa30ycToMuMBOCTb cucTtembl «WebIUS>»

Cnepytowiasi cxema obecneyeHnss OTKa30yCTOMYMBOCTM CUCTEMbI, NPUBEAEHHAs B
pasgene «2.1 OnucaHme OTKa30yCTOMYMBOCTM YPOBHEM CUCTEMbI»,
OCHOBbIBAeTC Ha 6anaHcMpoBke Mexay W36bITOYHbIM KOMMYECTBOM CEPBEPOB,
Kflactepusaunm unu pennvkaumm 6asbl AaHHbIX (B 3aBUCMMOCTU OT BbibpaHHou CYB/),
a Takxke cepsepoB Ha Ubuntu, RedHat nnn Windows Server.

3.1 OnucaHue OTKa30yCTOMYMBOCTHU YPOBHEN CUCTEMDI

ObecneyeHne 6e30TKa3HOCTU paboTbl BCEM CUCTEMbI B LIESIOM Peann3yeTcs 3a CYeT
pEe3epBMPOBAHUS KITOUYEBbLIX CUCTEM BHYTPWU YPOBHEW GanaHCMPOBKW, MPUIOXKEHUS W
BA:

1) Ha ypoBHe 6anaHcmpoBky 6e30TKa3HOCTb obecrnevmBaeTcs co3haHMeM Knacrtepa
cepBepoB 6anaHcMpoBku Nginx. Master-cepsep Nginx obwaeTtcs ¢ KInMeHTammn m
cepBepamMi C MOMOLLBIO BMPTYanbHOro ip-agpeca, OAHOBPEMEHHO MOAAEPXKMBAs
CBA3b C pe3epBHbIMM cepBepamMy 6anaHcMpoBkU. B criyyae cbosi pesepBHbIN
Slave-cepBep y3HaeT 0 npobnieMe M aBTOMATUYECKM MOAHMMAET BUPTYaslbHbIN
CETEBOM adanTep ANa MpuemMa M nepecbikM Tpaduka, CTaHOBACL Master-
cepsep.

NDC Host

-
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Nginx)
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2) OTKa30yCTOMYMBOCTb YPOBHSI MPUIOXEHMSI 0becrneynmBaeTcs napannenbHOCTbO
paboTbl HECKOSIbKMX CEPBEPOB M BO3MOXHOCTSIMM CEPBEPOB  6anaHCUPOBKM.
Mocne obHapyeHus HEeAOCTYNMHOCTU OfHOro n3 cepBepoB
npunoxenns Nginx NpMHUMAET pelleHne 0 6IOKMPOBKE cepBepa NPUOXEHUS U
BECb TPAUK AT MEXY OCTaBLUIMMMUCA Ha CBSI3U CEPBEPAMM.

TEMNEMATLIHEA 6



WebIUS Infrastructure architecture
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3) Ha ypoBHe B[l 0TKa30yCTOMUYMBOCTb AOCTUrAeTCS MCMOSIb30BAHMEM CPEACTB

CYB/l, koTopble NO3BONSAKT CO34aBaTh KacTep 13 HECKOSIbKNX CepBEPOB.

WebIUS
] Application Server

(Linux/Windows)

NDC Host

/ Load balancer (Lvs,

DB Cluster (Oracle/
PostgreSQL/MongoDB)

WebIUS
Workstation Server
(Linux/Windows)

Slave

WeblUS Workstation

Balancing

=

WeblUS Workstation

Administrators Servers

TEMNEMATLIFK.A



WebIUS Infrastructure architecture

4. TpeboBaHMa K wuH(pacTpykType pana obecneueHus

OTKaBOYCTOﬁ‘I MBOCTU CUCTEMDI

4.1 PexoMeHAaLMMU K KJIMEHTCKOMY YPOBHIO:

Knunentckne mogynm «WebIUS Updater Agent» cuctembl «WebIUS»
(PYHKUMOHMPYIOT ~ Ha  annapaTHO-NMPOrpaMMHOM  KOMMJEKCe CO  CneayroLwmuMm
peKoMeHAyeMbIMU MapaMeTpamu:

OnepaunoHHas cucrema: Windows XP, 7.
MNporpamMMHoe obecneyeHune: .NET Framework 4.0.
MK nnatdopmel Intel. CPU 2 GHz, 2GB RAM, 2GB HDD.

4.2 PekoMeHAaLuM K cepBepHbIM KOMMOHEHTaM CUCTEMbI

[ns opraHu3aumm 6ecniepeboliHoi paboTbl CUCTEMbI PEKOMEHAYETCS MPUAEPXXMBATLCS
TpeboBaHWU, NPeACTaBNEHHbIX B Creaylowmx pasgenax (npeacraBieHHble 3HauyeHUs
CripaBeANMBbI AN Napka YCTPOMCTB B KONIMYECTBE A0 5TbIC., HO MOMyT OT/MYaTbCS B
3aBMCMMOCTM OT PELLAEMbIX 33Ja4 Kak B 60/blUyt0, TaK U B MEHbLUYIO CTEMEHD).

4.2.1 PekomeHaauum K ypoBHI0 B/1:

KonnyecTtBo cepBepoB: B COOTBETCTBME C pPEeKOMeHAaumsamMu paspaboTumka
CybA.

OnepaunoHHas cuctema: Ubuntu Server 18.04 LTS n HoBee x64 / Windows
Server 2016 / RedHat 7 n HoBee.

MNporpamMHoe obecneyeHue: Oracle 10.2 u HoBee / PostgreSQL 12.0 n HoBee /

MongoDB 3.6 n HoBee.

Cepsep CPU (Core x 3,2 RAM (GB) HDD (GB)
GHz)
il 8 32 400

4.2.2 PekoMeHAaLMN K YPOBHIO MPUJIOKEHUMN:

KonnyecTtBo cepBepoB: 4wt (MMHMMYM 2 cepBepa, pekoMmeHayeTcs oT 3
cepeepoB anss Web Service n 2 gna «WebIUS
Workstation»).

OnepaunoHHas cucrtema: Web Service — Ubuntu Server 18.04 LTS u HoBee
x64 / Windows Server 2012 / RedHat 7 1 HoBee.
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«WebIUS Workstation» — Ubuntu Server 18.04
LTS n HoBee x64 / Windows Server 2012 / RedHat 7 u
HoBee.

MNporpamMMHoe obecneyeHune: Web Service — nponpuetapHoe lM0O;

«WebIUS Workstation» — nponpuetapHoe 0.

Cepsep CPU (Core x 3,2 RAM (GB) HDD (GB)
GHz)
Web Service
WebIUS Application Serverl 4 16 120
WebIUS Application Server2 4 16 120
«WebIUS Workstation»
WebIUS Workstation Serverl 4 16 300
WebIUS Workstation Server2 4 16 300

4.2.3 PekoMeHAaUMM K YPOBHIO 6an1aHCUPOBKMU:
B cnyyae ncnonb3oBaHus Bed cepeepa Nginx:

KonnyecTtso cepBepos: 2wt (HeobxoamMMmo BblgenuTb 3 ip: 2 AN KaXaoro
cepBepa v 0AunH obLLmi).

OnepaunoHHas cucrema: Ubuntu Server 18.04 LTS u HoBee x64.

MNporpamMMHoe obecneyeHune: Nginx + Linux Virtual Server.

Cepsep CPU (Core x 3,2 RAM (GB) HDD (GB)
GHz)
Nginx-Primary 8 32 120
Nginx-Secondary 8 32 120

Ecnu 6aJ'IaHCVIpOBLLWIK peann3yeTca Ha annapatHoM peLleHnn, onepatmoHHada CUCTeMa
1 nNporpaMMHoe obecneyeHne CTaBUTCS Ha YCMOTPEHUNE 3aKa34MKa.
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